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1 Introduction 
 
 
This thesis will introduce options offered by Microsoft Azure cloud computing 
services to extend the functionality of Office 365 and SharePoint Online. Both 
Azure and Office 365 are Microsoft’s rising cloud platforms that have classic Mi-
crosoft product families behind them. The development methods have changed 
radically as these traditional services have moved to the cloud. In general, cloud 
services offer more scalability, reliability and usability at the expense of certain 
factors, such as security and maintainability. The infrastructure behind cloud 
services cannot be managed and configured any more in the way the develop-
ers were used to doing for years. Solutions are forced to be modular compared 
to the classic heavy custom code solutions because of constantly changing plat-
forms. 
 
The goal of this thesis is to offer an overview of Azure services that can be used 
in different cases of extending Office 365. Some services and components of 
Office 365 are already automatically connected to or hosted in Azure which 
makes building the extension with services provided by Azure more natural and 
also the recommended method by Microsoft. Some Azure services have 
prebuilt connectivity blocks to Office 365 and SharePoint Online services, which 
reduces the need for time-consuming programming work. Office 365 offers sev-
eral application programming interfaces (API) that widen the options of exten-
sion through the availability of several different technologies. These APIs can 
be used to access resources from nearly any application environment. Making 
other technologies available along with Microsoft’s own technologies has been 
almost a trend for Microsoft recently. 
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This thesis also includes a case study of a simple extension scenario using an 
Azure service called Logic Apps. The purpose of this case study is to empha-
size the easy accessibility and usability of using Azure to deliver reliable and 
modular solutions to common cases of extending Office 365. The study will go 
through the whole process from building the application to demonstrating the 
solution in action. 
 
This report begins with a theoretical introduction describing the two essential 
services relevant to this thesis, Office 365 and Azure. Azure services are cov-
ered in chapters 4–6, starting from Office 365 services and tools that are inte-
grated with Azure by default and moving on to add-ins and workflows as well as 
background tasks. Probably every single one of Azure services can be utilized 
in extending Office 365 in some way and it is not relevant to cover all of them in 
this study. This thesis will give a structured overview of the most essential Az-
ure services divided in three chapters identified by a common scenario of ex-
tending Office 365. The purpose and usage of each service are covered with 
the Office 365 extension scenario in mind. This way the reader will see the big 
picture of the relation between Office 365 and Azure without going through eve-
ry single minor extension scenario in detail. Before concluding the study in 
chapter 9, chapter 7 will introduce the reader to Office 365 APIs that can be 
used with some Azure services and chapter 8 will cover the case of extending 
Office 365 with Azure Logic Apps. 
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2 Microsoft Azure 
 
 
Microsoft Azure, previously known as Windows Azure, is a cloud computing 
platform developed and managed by Microsoft. First released to the public in 
February 2010, Azure is designed to offer a variety of options for building, de-
ploying and managing solutions in a cloud environment. These services range 
through services built to cover specific small use cases to providing infrastruc-
ture for various scenarios. To ensure best availability of Azure services globally, 
Microsoft has built a global network of datacenters split around the world. Re-
sources for any service can be allocated from multiple regions.  
 
Like most similar cloud environments, Azure offers its services through a web 
based portal that is used in deploying and configuring different components of 
the environment. Azure has been growing a lot in the past few years and is un-
der constant development with several preview features constantly available for 
customer feedback and testing. Azure has grown hugely in the past few years 
being the second largest and fastest growing IaaS cloud computing provider in 
2015 when evaluated by revenue (Maguire 2015). Statistically, Azure is growing 
faster than the market leader Amazon Web Services (Shields 2015).  
 
 
2.1 Azure cloud versus on-premises 
 
In on-premises environments all hardware has to be managed by the company 
in a private data center. Setting up infrastructure for your own IT solutions can 
be very time-consuming. The hardware is expensive and often difficult to up-
grade and scale as the software expands. Security and disaster recovery have 
to be managed manually through firewalls, back-ups and local access security. 
All the requirements of a local private data center make an on-premises envi-
ronment very expensive especially for smaller enterprises. 
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Azure offers a way to easily set up and configure enterprise IT solutions in the 
cloud from infrastructure to single application management. The hardware is set 
up wherever it is needed, in 17 regions around the world. This way the service 
is always near the customer which enables quick accessibility. If the business 
expands, more resources can be made available in minutes and pricing is de-
signed so that the enterprises only have to pay for resources that are used. 
There are no idle servers or hardware. In some cases, the costs are valuated 
based on processor time or memory usage of an application, for example. Even 
smaller enterprises can reach their customers anywhere in the world with very 
low costs. (Collier & Shahan 2015, 18.) 
 
Despite all the advantages and benefits, Azure and cloud services in general do 
have some flaws. In cloud environments, all the software and databases hosted 
in the cloud are physically on another company’s hardware. In this case the da-
ta center host is Microsoft. This poses a risk to security for some enterprises. 
Companies may have requirements of where their data can be stored because 
legal issues, for example.  There may also be a need for special hardware con-
figuration that is not possible through the cloud service portal. Other configura-
tion options may also be limited, which may make it impossible to use the cloud 
services option. For large enterprises with an extensive existing local IT infra-
structure, it might be difficult to adopt or integrate to a cloud environment or the 
enterprises might not see the advantages of moving to cloud with a working lo-
cal infrastructure. 
 
For some of the challenges stated above, Microsoft has made it possible to cre-
ate hybrid solutions. This means that only a part of a solution is hosted in the 
cloud while the business critical data and logic is hosted in a local environment. 
This way the security and privacy of the data can be managed more reliably and 
customer requirements can be met. (Collier & Shahan 2015, 17-18.) One way to 
set up a connection between the on-premises datacenter and Azure is to use 
Azure Service Bus that is specifically designed for hybrid solutions. Simply put, 
the on-premises datacenter is connected to the cloud using Azure Service Bus 
services and data can be accessed from cloud solutions. (Manheim 2015.)  
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2.2 Cloud services offered by Azure 
 
 
Figure 1  Services offered by Azure (Figure: Boucher 2015.) 
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Azure offers many different services designed to cover almost any business 
need an enterprise might have. The services vary from covering simple specific 
cases to building virtualization, for example, which can have numerous different 
use cases. Several application development scenarios can be completed with 
services offered by Azure, from database and development tools to web appli-
cation platform and application management. Most of the core services of Azure 
are scalable and offered individually, on demand. Two of the most essential Az-
ure services will be introduced more thoroughly in this chapter. This introduction 
will give an overview of what Azure kind of services Azure can offer. All current 
Azure services can be seen in figure 1. 
 
Most of Azure’s services can be classified as Infrastructure as a Service (IaaS) 
and Platform as a Service (PaaS). IaaS services provide infrastructure – hard-
ware, software and networks – required to build an environment for IT solutions. 
Examples of IaaS services in Azure include Virtual Machines, Machine Learning 
and virtual networks. PaaS services are services that offer a prebuilt environ-
ment for solutions. These environments may be restricted to a specific use case 
or technology but the services offer a complete environment often marketed as 
quick and easy ways to develop, deploy and manage solutions compared to 
IaaS services that offer an environment for the solutions. Examples of Azure 
services in the PaaS category include Web apps, Content Delivery Networks 
and SQL databases. (Copeland et al 2015.) 
 
The first of the essential services introduced in this chapter is the Azure App 
Service, which is a PaaS service used to build, host and manage scalable ap-
plications for web and mobile in the cloud. The service enables the use of a va-
riety of different development technologies from Microsoft’s own .NET MVC to 
the open-source Node.js web application frameworks. Along with other features, 
the service offers extensive tools for the whole application development process 
from version control and integration to automatic deployment and testing. Azure 
utilizes its own services in these features, such as Visual Studio Online Ser-
vices and Azure Scheduler. Visual Studio Online offers version control tools and 
direct deployment from source control, for example. Scheduler is automatically 
used by WebJobs if the job is set to be ran on a specific schedule. (Khan 2016.) 
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Another popular service in Azure is Virtual Machines IaaS service which offers a 
configurable, flexible and scalable solution platform to scenarios when a satisfy-
ing solution cannot be achieved by using other Azure services. Virtual machines 
also offer an easy way to set up and utilize a test or development environment 
for a variety of products. Azure Virtual Machines offers scalable and flexible vir-
tualization service with a variety of different operating systems and system con-
figurations. The user does not have to deploy and maintain the virtual machine 
and hardware resources can be made available to you machines effortlessly. 
(Nottingham 2016.) 
 
Many different extensions, prebuilt connectors and other resources have been 
developed by both Microsoft and other developers to enable easy integration 
between Azure and multiple other services, such as Office 365 and SharePoint 
Online. These extensions are shared through Azure Marketplace, which is an 
Azure service used to distribute these resources to customers. Some of the 
products are free and open-source and others are priced with a single payment 
or with multiple pricing tiers depending on usage. (Microsoft 2016a.) 
 
 
3 Office 365 
 
 
Released in 2011, Office 365 is Microsoft’s SaaS offering that consists of a col-
lection of Microsoft products and services available to enterprises and consum-
ers in different plans. The main emphasis in this thesis lies on the enterprise 
features and plans. Along with the latest versions of Office applications for work 
stations and mobile devices, Office 365 offers many new components that are 
available online to be accessed from anywhere without any on-premises infra-
structure implementation or management. File storage is provided by OneDrive 
which currently gives users a terabyte of storage per user. Word, Excel, One-
Note and PowerPoint have online versions that can be accessed from any web 
browser and files can be edited and synchronized instantly to OneDrive.  
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Enterprises can offer collaboration services to employees through the online 
version of SharePoint, SharePoint Online. In 2014, three years after the big ac-
quisition Microsoft’s Skype for Business has replaced Lync, Live Meeting and 
Office Communicator as Microsoft’s main communication and meeting platform 
(Weber 2011). Yammer, the corporate social network also comes with Office 
365. All the online services can be accessed from the Office 365 portal (por-
tal.office.com). Mobile devices have individual applications for each office app. 
The Office 365 service and application list is constantly changing and the ser-
vices listed above may change at any time. 
 
 
3.1 SharePoint Online 
 
SharePoint Online is Microsoft’s cloud version of the traditional on-premises 
SharePoint Server product family. SharePoint Online can be purchased individ-
ually or through an Office 365 enterprise plan. SharePoint is a collaboration en-
vironment that can be used to host intranets, extranets and other internet appli-
cations. (Microsoft 2016b.) SharePoint Online has limitations compared to the 
on-premises versions. Some features familiar from the on-premises versions 
are not available in SharePoint Online and some have limited functionality 
which makes the development process different for SharePoint developers. The 
main limitation is that the infrastructure and environment behind SharePoint can 
be barely managed and server-side programming is limited to client side APIs. 
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SharePoint development has more limitations since system files cannot be ac-
cessed and the Server Object Model which enables extensive customization op-
tions cannot be used. Instead, the Client-side Object Model (CSOM), JavaScript 
Object Model (JSOM) client side APIs and SharePoint Online REST services 
can be used.  However, these do not provide all the features the server side API 
does. Sandboxed solutions can only be deployed as no-code solutions (NCSs). 
(Microsoft 2011.) There are also limitations in managing and configuring the 
SharePoint farm. Central administration is not available as it is in SharePoint 
Server and some features, such as timer jobs and farm solutions are missing 
completely. SharePoint Online is managed through the Office 365 admin center. 
Some of these restrictions can be overcome by creating various solutions that 
can be deployed to run in a cloud service, just like Azure. This brings us to the 
main goal of this thesis; how to extend Office 365 through Azure. 
 
 
3.2 Office 365 development – challenges and possibilities 
 
Office 365 is updated constantly which might cause challenges with develop-
ment as the platform for which development and customization is done is 
changing often. The updates can be tracked from the Office 365 roadmap at 
roadmap.office.com (Microsoft 2016c). The roadmap shows all the features in 
development with a somewhat vague development status (In development – 
Rolling out – Launched – Cancelled). No dates or timeframes are given. Some-
times a customization requested by a customer might be in development by Mi-
crosoft so custom implementation might not be necessary at all.  
 
A further disadvantage of a changing platform is that customizations might stop 
working at some point. There is no way for an enterprise to choose to stop re-
ceiving updates to their Office 365 tenant. The lack of custom server code and 
configuration caused by the platform existing in the cloud minimizes this prob-
lem, however. With no heavy customizations the probability of a customization 
solution no longer functioning after a platform update is considerably smaller. 
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Along with these challenges, the continuous development model provides mul-
tiple benefits as well. There is no need for large platform upgrades and compli-
cated migrations as there are in traditional on-premises solutions. The changing 
platform also encourages developers to build modular customization solutions 
that can be reused and include as little custom code as possible. 
 
 
3.3 Connection to Azure 
 
Office 365 and Azure have both been in rapid development during the last five 
years. Both being cloud services, it is very natural that Office 365 can be inte-
grated with Azure services. Azure has been built simultaneously with Office 365 
in mind making integration between the two more seamless. (Copeland et al 
2015.) Some of these integrations are easier to build through prebuilt options 
without almost any code and others are more complex, requiring custom code. 
Some Office 365 services and features are also fully integrated with Azure. Us-
er profiles are stored in Azure Active Directory (Azure AD) in an Azure subscrip-
tion behind every Office 365 tenant and authentication is provided by Azure AD 
as well. The same Azure subscription in which the integrated AD resides can 
also be used to order other Azure services, to further integrate and extend Of-
fice 365. In the best case scenario, all the resources and customizations built 
for an Office 365 tenant are located in a single Azure subscription that is al-
ready conveniently tied to the tenant with the Azure AD. 
 
Some features and tools also use Azure in their functionality. One of these is 
the Office 365 Import Service, which uses Azure services in Office 365 data mi-
gration. Another example is the Azure Rights Management service which offers 
security for cloud data. Other tools and services like these exist and others may 
be implemented in Office 365 in the future, the opportunities are almost endless 
when we keep in mind all the functions Azure can provide. With Microsoft de-
veloping the two platforms, it is safe to state that there will be more tools that 
use Azure to process the heavy logic like the Office 365 Import Service or even 
complete integration services like the Office 365 user directory. 
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4 Built-in integration between Azure and Office 365 
 
 
As previously mentioned, a couple of Azure services are currently used by Of-
fice 365 services by default. The most important of these is probably Azure Ac-
tive Directory (Azure AD) which is a user directory service for Office 365 users. 
The user directory is also the only service in Azure that has to be used with Of-
fice 365. Office 365 cannot be set to use another directory service or even an-
other Azure AD. However, Azure AD offers enterprises quite powerful features 
to achieve different scenarios in user federation and security, for example. Addi-
tionally, new ways of providing user identities in the cloud are emerging. 
 
Other integrated services are perhaps not as clear as the user directory. Azure 
Rights Management is a service that Azure AD provides and it can be used to 
enable data protection for enterprises using Office 365 and SharePoint Online. 
Another feature that is currently in development and public testing phase is the 
Office 365 Import Service tool that is used to import data into Office 365. 
 
 
4.1 Office 365 user directory - Azure Active Directory 
 
Azure Active Directory provides user identities for Office 365. It is a cloud ver-
sion of Microsoft’s on-premises directory service of the same name that works 
behind most of Microsoft’s products. Azure AD enables a broad range of enter-
prise user directory features to all Office 365 tenants without making the man-
agement excessively complex. Users and groups can be maintained directly 
from the Office 365 admin portal without ever accessing Azure itself. The admin 
does not have to know anything about Azure or Active Directory to do simple 
user management in Office 365, everything works nicely behind the scenes, in 
Azure. To access all the advanced features Azure AD provides, the Azure sub-
scription and the Azure AD management portal behind an Office 365 tenant can 
be easily accessed from the Office 365 admin portal. 
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Azure AD makes it possible to enable enterprise features easily from the man-
agement portal. Azure AD can be easily configured to offer multi-factor authen-
tication and single sign-on features to enhance accessibility and security for us-
ers. Self-service features, such as password resetting and group management 
for users can be activated to streamline processes. (Vilcinskas 2016.) Users 
can be given roles and assigned to groups that can be used directly in Office 
365 features, as Exchange distribution lists, for example, or as security-enabled 
groups which can be used to assign permissions in SharePoint Online. 
 
Further advanced features include user federation from on-premises directories 
using the directory synchronization feature. The synchronization feature allows 
users to be duplicated from existing on-premises infrastructure to the cloud, 
which can be configured provide authentication to a range of other services 
which are not limited to Microsoft’s own products and services. Users can also 
be authenticated using third-party identity providers, with Access Control 
Namespaces. Auditing and monitoring services include reports and logs about 
user activity and application usage. (Vilcinskas 2016.) Domains are also man-
aged from Azure AD. A default domain with a “.onmicrosoft.com” suffix is pro-
vided for each Office 365 tenant but custom ones can be registered to enhance 
sign-on experiences for users. 
 
Another very relevant feature in Azure AD is the application registration feature. 
With this feature, external applications can be allowed to access the directory. 
In the best case scenario, the same Office 365 user credentials can be used to 
access all of the enterprise’s cloud services. The list of predefined configura-
tions consists of hundreds of applications that can be allowed to access the AD 
with a few clicks. The feature uses OAuth 2.0 as the authorization framework. 
The framework basically enables delegated access to third party applications 
using access tokens in the authentication process avoiding exposing user cre-
dentials to other parties. It is very commonly used, therefore enabling easy ac-
cessibility from a range of services. Custom applications can also be registered 
as both native and web applications. The app uses a client ID and secret token 
pair to authenticate to the AD. (Baldwin 2016a.) 
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Figure 2 Permission scopes available by default to SharePoint Online 
 
The great thing about Azure AD application registration is that it can be used to 
grant the registered applications permissions to other applications. These in-
clude Microsoft’s applications and also custom applications. In this case, as the 
AD is connected to and Office 365 tenant, some Office 365 services are listed 
as registered applications by default. Each default application has predefined 
permission scopes. For example, the SharePoint Online application has several 
different permission scopes that can be assigned, either to the application itself 
or to specific users using the Delegated Permissions option as seen in figure 2. 
To enable user-specific delegated permissions, the “User assignment required 
to access app” option has to be enabled in the application registration settings. 
 
Custom applications can have similar permission scopes created for them by 
modifying the application registration manifest which is available in the man-
agement portal. If the application itself is configured correctly, permissions de-
fined in the AD registration manifest can be used to assign application permis-
sions for AD users. 
 
The application registration feature of Azure AD is without a doubt one the most 
important methods of extending Office 365 through external third-party applica-
tions since a majority of Office 365 resources can be made available to them by 
granting permission to various Office 365 applications and APIs. In the best 
case scenario for the end users, the user experience is very seamless. Custom 
applications can be built to use and behave similarly to the actual Office 365 
service and separate credentials or permissions are not needed.  
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4.2 Emerging identity management solutions – B2B & B2C 
 
Azure Active Directory Business-to-Business (B2B) and Business-to-Consumer 
(B2C) are cloud identity management solutions for Azure AD currently in pre-
view for public testing and feedback. Both of these solutions were released at 
the same time in September 2015. (Simons 2015.) They were created to meet 
the expanding requirements of customers wanting to enhance user experiences 
and to relieve IT departments of time consuming permission and user provision-
ing work. These services offer more options for users to sign up to services and 
they make collaboration between companies easier. 
 
Azure AD B2C is a service that enables the use of external identity providers 
with Azure AD. Currently supported identity providers are Microsoft, LinkedIn, 
Amazon, Google and Facebook. Using this service, users can sign up and au-
thenticate to applications and services registered with the AD using their exist-
ing accounts for the providers listed above. This frees the user of creating an-
other set of credentials for the specific application. It is not only more simple but 
more secure and efficient as there is no need to manage multiple user creden-
tials. The B2C service is currently in preview available to the public but it cannot 
currently be used with an Office 365 linked AD since a new directory has to be 
created specifically for B2C testing. The functionality will be made available to 
existing directories but there is no confirmation whether the feature will be 
available for Office 365 subscriptions. 
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The other service, Azure AD B2B, is a tool created to enable easier collabora-
tion between partner organizations. B2B can be used to invite users from part-
ner organizations to the organization’s Azure AD. This way the partner organi-
zation users can use their corporate accounts to authenticate to partner 
organization applications. Each company has their own Azure AD to which their 
users authenticate and access is granted by these trust relationships. If a part-
ner organization has not created an Azure AD with the domain they use, an 
“unmanaged” AD will be automatically created in Azure. The user redeeming 
the invite signs up with a self-registration form that creates the user credential in 
the unmanaged AD. The unmanaged AD has no administrators and it is not 
managed in any way but it can be claimed by the owner organization IT admin-
istration by proving the ownership of the AD domain. (Love 2016.) The unman-
aged directories are currently slightly problematic because there is nobody 
managing user profile data. There are also problems related to directories with 
federated users. Other issues include password recovery that is not possible at 
all at the moment. At least some of these problems will and should definitely be 
resolved in the public release of the service. 
 
As a concept, the B2B collaboration streamlines the process of granting access 
to partner organizations by relieving the organization of multiple complex user 
federations and directory synchronization processes. With the B2B feature, or-
ganizations can federate their users from their on-premises environments to the 
cloud only once, to their own Azure AD. By utilizing B2B, every organization can 
manage their own users from their own user directories and there is no need for 
organizations to manage external users themselves. B2B is a service that will 
surely be very popular with organizations that need to grant access to resources 
for partner organizations. 
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4.3 Data migrations using Azure – Office 365 Import Service 
 
A fine example of an Office 365 tool or feature utilizing Azure is the Office 365 
Import Service which is a migration service that can be used to import data to 
SharePoint Online and Office 365. First announced in September 2015, a pre-
view version of the tool is currently available free of charge for every Office 365 
tenant. The service uses Azure to distribute the data to be migrated to the cor-
rect Office 365 tenant which can physically be located almost anywhere in the 
world. The service has two methods of packaging and sending the data to Az-
ure, either by shipping encrypted hard drives to the closest Microsoft data cen-
ter or by uploading the data directly to an Azure storage blob. The drive ship-
ping method is recommended when the data reaches amounts where it would 
be faster to send the drives via mail than to upload the data over network. (Of-
fice 365 Team 2015.) 
 
When using the data upload over network method, the migrated data is first up-
loaded to Azure using the Azure Import/Export tool, to a Microsoft data center 
close to the location of the upload. This makes the heavy upload process over 
network faster and more reliable. When the upload has finished, Azure moves 
the data to the correct Office 365 tenant all by itself. The correct locations in the 
tenant are configured in the data package manifests (Office 365 Team 2015.) 
Moving the data in the cloud prevents uploading the data to each server or data 
center individually which is a problem if the Office 365 tenant data is located in 
multiple locations around the world. With the Office 365 Import Service the dis-
tribution of the data is managed by Azure. This service is a very good example 
of how Azure services can be utilized by Office 365 services. 
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4.4 Protecting data in the cloud – Azure Rights Management 
 
Azure Rights Management (Azure RMS) is a data protection and encryption 
service available for both on-premises environments and Office 365. It is not 
currently available in all Office 365 plans. During the last decade, continuous in-
ternet connectivity has become a necessity for enterprises and cloud services 
have become more common for data storage, making employees share and 
store their data in more exposed locations as compared to the traditional on-
premises environments where data might have only been accessible locally. To 
face the challenges introduced by modern cloud computing, Microsoft has come 
up with a service called Azure Rights Management, which is known as the In-
formation Rights Management feature (IRM) in SharePoint Online. It can be en-
abled in Azure AD Rights Management tab and the Office 365 admin center. 
(Microsoft 2016d.) 
 
Azure RMS is used to protect data by creating rights policy templates that de-
fine access rules for files. These templates can then be applied to items auto-
matically according to predefined rules or manually for each item. The tools re-
quired to use the service exist out of the box in the cloud when the service has 
been enabled. Local installations are also available for a variety of devices. In 
SharePoint Online, the IRM feature has to be first activated in SharePoint 
Online admin center, after which the feature can be enabled in list or document 
library settings. The policy templates can be configured to apply automatically 
when moving data from the secure cloud to another location. Files can be pro-
tected when a copy is downloaded from a SharePoint document library, for ex-
ample. The templates can be configured for specific groups and users with vari-
ous permissions, to allow or deny offline use and to expire after a specific date, 
for example. Every time the user accesses an Azure RMS protected file, the 
feature requests authentication according to the rights policy that has been set 
for the item. Sometimes authentication might not be needed if the policy is not 
configured strictly for offline use, for example. The authentication is done with 
Azure AD that hosts the rights policy applied to the item. If the user can be iden-
tified, access might be allowed or denied according to the policy. (Microsoft 
2016d.) 
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Emails have their own rights policies that can be set up in Office 365 Exchange 
Online settings. The RMS rights templates can be set to apply according to con-
figurable rules. The rules can have multiple conditions. (Microsoft 2016d.) For 
example, a rule can be set to apply a rights policy to an email when the recipi-
ent is outside of the sender’s organization and the email contains confidential 
information which can be identified with keywords and patterns in the email. The 
recipient can only view the email if authentication with the policy’s owner organ-
ization AD is successful and the user is allowed to view items protected by the 
policy that is applied to the email. 
 
 
5 Office 365 add-ins and workflows 
 
 
Azure provides a couple of handy platforms related to applications and work-
flows in Office 365 and especially SharePoint Online. These scenarios are not 
limited to the Azure services; solutions can be achieved using other services as 
well. For provider-hosted add-ins, Azure is only a hosting platform option that 
offers a range of connectivity to other services which makes it a good alterna-
tive compared to other web application hosting platforms. Logic apps is also an 
alternative to other tools which can be used to build and deploy workflows. 
SharePoint Online has its own workflow designer and third party add-ins can al-
so be used to use more advanced actions. Logic Apps seems to be a very 
strong upcoming competitor in the market, thanks to the very comprehensive 
connectivity to other services. 
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5.1 SharePoint Online provider-hosted add-ins 
 
SharePoint Online uses the same add-in model that came with on-premises 
SharePoint Server 2013. SharePoint Online add-ins are custom solutions that 
can use SharePoint data and some components using the Client Side Object 
Model APIs. SharePoint server code cannot be used in any SharePoint Online 
customizations. The add-ins have two hosting options available, provider-
hosted and SharePoint-hosted. Provider-hosted add-ins are hosted on an on-
premises server or a cloud IaaS or PaaS platform, like Azure, and SharePoint-
hosted add-ins are hosted on the SharePoint server. The main difference be-
tween these two is that SharePoint-hosted add-ins cannot have any server-side 
code. Provider-hosted add-ins are accessed from SharePoint and business da-
ta can be shown directly in SharePoint without navigating anywhere. (Microsoft 
2016e). 
 
Azure provides an easy and manageable platform for deploying and managing 
provider-hosted add-ins. Add-ins can be created in Visual Studio and deployed 
directly to an Azure app service with a few simple steps. The cloud platform is 
not restricted to Azure, provider-hosted add-ins can be hosted on any web ap-
plication platform and they can use several different languages and technolo-
gies that are not restricted to Microsoft technologies. Azure can be used to easi-
ly access various Azure services, such as SQL databases. Connectivity can be 
created to on-premises solutions as well, enabling access to on-premises data. 
Similar solutions can also be created for Office 365 Outlook (Microsoft 2016f) 
but there is little material available for these solutions.  
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5.2 Azure Logic Apps – simple workflows with minimal code 
 
Azure Logic apps is a PaaS service that enables easy creation of applications 
by utilizing a visual designer that requires very minimal code (Lam 2016). These 
applications consist of triggers, actions and a few logic operators, such as con-
ditions and recurrences. Triggers are events of something happening. When a 
trigger is activated, the app executes actions that are defined to execute on 
trigger activation. Conditions can split the logic in multiple variations, depending 
on data received from the trigger or other actions. Recurrence can be used to 
repeat an action or a series of actions. As a whole, logic of this type is often 
called a workflow. 
 
 
Figure 3 The new Azure Logic Apps designer 
 
Azure Logic Apps is currently in preview. It is a part of the Azure App Service 
(Khan 2016) currently available to the public free of charge for testing and feed-
back. The Service seems to be developing and transforming quickly; the de-
signer, as seen in figure 3, has received a complete visual overhaul during the 
preview period. 
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Logic Apps uses various connectors and the visual designer as tools in building 
the workflow logic. The code behind the building blocks can also be modified by 
using the Code view but, at least in simple cases, direct code editing is not re-
quired at all. The declaration language used by Logic App code is JavaScript 
Object Notation (JSON) with a predefined schema for Logic App declarations. 
The code view has advantages in simple cases as well, though. For example, 
editing HTML-formatted email messages has proven to be easier using the 
code view compared to the visual text boxes.  
 
Logic App workflows can be used to cover a very broad range of use cases 
easily without creating custom logic by programming custom applications. Es-
pecially connections to social media and various communication platforms from 
emails and SMS to Yammer and Slack messages can be achieved with very lit-
tle effort compared to complete custom solutions. There are already Logic App 
templates in Azure for common use cases, to enable even further easier crea-
tion of these workflows. 
 
 
Figure 4 Examples of SharePoint actions in Azure Logic Apps 
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The Logic Apps action collection contains all the connectors and logic operators 
a workflow can utilize. These are APIs that the workflow uses to communicate 
with the service in question. Probably the most essential ones for this study are 
the Microsoft managed APIs that are supported and managed by Microsoft. 
There are a lot of Microsoft services available, Office 365, SharePoint Online 
and OneDrive included. Other managed services include Google Drive, Face-
book, Twitter and Dropbox. Even SharePoint Server has a connector which can 
be used to enable communication between on-premises environments and the 
cloud. The actions are used to execute functions with specific parameters in 
services. SharePoint Online has a several actions, some of which can be seen 
in figure 4. Some of the actions are specific to a service, others are related to a 
protocol, like FTP and HTTP and offer more general functionality regardless of 
the service provider. It is also possible to add “Delay” actions to delay the work-
flow for a specific amount of time or until a specific date. 
 
 
Figure 5 Office 365 trigger events in Azure Logic Apps 
 
Office 365 currently has triggers for Outlook as seen in figure 5. Other services 
have similar options for their own functions. SharePoint Online, for example, 
has triggers for file and list item creation and modification. Custom triggers can 
be created by using the “Manual – When an HTTP request is received” trigger; 
a HTTP request can be sent to the Logic Apps service to trigger a workflow. 
This way the trigger logic can always be customized to suit the scenario. 
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Authentication to services is done in different ways for different services. Some 
services, like Twitter, Facebook, Office 365 and SharePoint Online require a 
simple user login to authenticate to the service. The actions of the services are 
then executed as the logged in user. Password expiration has to be remem-
bered when using user credentials in authentication. Other services might re-
quire app authentication using client IDs, access tokens or connection strings of 
some kind, like the Twilio and Azure SQL connections.  
 
In Office 365, Logic Apps can be used for a variety of scenarios. For example, a 
trigger can be set to a marketing event calendar, if an event is coming up in a 
few days, a reminder can be automatically sent to relevant groups or various 
social media channels without any manual work. Another case could be a re-
quest of some company procurement. A list of requests exists in SharePoint 
Online, to which users add items. A trigger can be set to “When a new item is 
created” on the list and approval can be requested from the user’s manager, for 
example, via the Office 365 connector. There are plenty of use cases that can 
be covered with the prebuilt connectors and if the default connectors do not 
cover requirements of a scenario, custom connectors can be created and also 
marketed to the public using the Azure Marketplace (Lam 2016).  A specific use 
case of using Logic Apps with Office 365 will be covered in detail in chapter 8. 
 
 
6 Background tasks 
 
 
In on-premises solutions, various background processes are often implemented 
with server-side code and executed directly on the server or environment that 
the on-premises solution is running on. The tasks can have any purpose, from 
creating content to managing the environment, deleting expired items and up-
dating metadata, for example. The tasks might be one-time, scheduled or trig-
gered by a certain event. In cloud services, background tasks can no longer be 
implemented in the same way as in on-premises solutions.  
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Cloud resources are made available through various client-side APIs that might 
make some of the functionality of the server-side APIs available but often the 
most vulnerable functions are left out from the client-side, to protect the cloud 
service from malicious intent and accidental server-breaking code. This is un-
derstandable because the client-side is always more accessible than the server-
side. This brings some challenges to building background tasks, though, since 
some building blocks of the traditional solutions are missing and developers 
have to adapt to the situation. Another challenge is finding the most suitable 
platform to run the tasks on. Since the servers behind the solutions cannot be 
used directly, like the SharePoint Server Timer Service in on-premises, other al-
ternatives have to be found. Azure provides a few options to implement these 
kind of tasks. 
 
 
6.1 Azure WebJobs background processes 
 
Azure WebJobs is a service that runs in an Azure web app instance. It can be 
used to deploy and run scripts and applications on the web app platform. Web-
Jobs have three run options, continuously, on demand and according to a 
schedule. WebJobs supports multiple technologies. The current list consists of 
Windows CMD (.cmd, .bat, .exe), PowerShell (.ps1), Bash (.sh), PHP (.php), 
Python (.py), Node.js (.js) and Java (.jar). (Dykstra 2016.) 
 
The scripts or applications are uploaded to the Azure Web App as built release 
packages using the WebJobs tab in Azure Web App management portal. The 
run type is defined in the uploading process. Visual Studio has an option to up-
load to Azure WebJobs directly, which is a very handy feature. WebJobs are 
meant to be used with the web app that hosts the WebJobs but the jobs are not 
restricted to the web app in any way, they can access resources from anywhere 
and execute functions to any service. Azure WebJobs is the suitable solution 
platform for Office 365 background processes when the scripts and applications 
become too large and complex to be ran in other services introduced in this 
chapter. 
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Ordering the Azure App Service might also seem unnecessary and too expen-
sive only to host WebJobs because of all the services that come with the Azure 
App Service. The best case would be to use WebJobs when other resources 
from the App Service is used, like a web app for a provider-hosted add-in or 
Logic Apps, for example. WebJobs do not require a separate subscription and it 
does not cause any additional costs if the scripts and apps are not running on a 
schedule. Scheduled tasks require an Azure Scheduler instance, which will be 
covered in this chapter as well. Continuous WebJobs only run when the web 
app behind the WebJobs service is not idling (Dykstra 2016). Azure WebJobs 
should definitely be used if the solution requires the use of Azure App Service.  
 
 
6.2 Scheduling tasks with Azure Scheduler 
 
Azure Scheduler is a service that can be used to set up jobs that send one-time 
or recurring requests to different services. Scheduler does not execute any 
code itself; it is used to invoke executions in other services. Supported methods 
are HTTP, HTTPS, Azure storage queue, Azure Service Bus queue and Azure 
Service Bus topic. Scheduler is a reliable way to schedule tasks easily and it 
provides comprehensive logging and monitoring tools that are easy to set up. 
(Ragh 2016).  
 
The most relevant of the scheduling methods available to this study are HTTP 
and HTTPS, which can be used to send requests to any endpoint and can also 
trigger functions in other Azure services. When a scheduled task is created in 
Azure WebJobs, a scheduler job with the HTTP endpoint to trigger the WebJob 
is automatically created, scheduled to run according to the schedule defined in 
the WebJob upload dialog. Logic App workflows can also be triggered easily by 
setting up the “When an HTTP request is received” trigger in Logic Apps. A 
HTTP endpoint URL is created for the trigger and a scheduler job is set to send 
a HTTPS POST request to the URL. This way Logic Apps can be scheduled 
easily. Any other custom REST service endpoint URL can be used to trigger a 
job on an on-premises server, for example.  
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6.3 Azure Automation PowerShell scripts 
 
Azure Automation is a service similar to WebJobs but it is restricted to running 
PowerShell scripts and workflows. The scripts are called runbooks that execute 
a certain flow of commands. The runbooks can be set to run on a schedule or 
on-demand. Runbooks can be coded directly in Azure Management Portal, im-
ported as .ps1 files or copied from existing runbooks retrieved the Runbook Gal-
lery that contains template scripts created by Microsoft and the community. 
(Goedtel 2016)  
 
Fortunately, Office 365 resources are also available in various PowerShell 
modules. For example, the SharePoint Online Management Shell module can 
be used to access some SharePoint Online resources but, unfortunately, the 
amount of cmdlets in the module is very low compared to SharePoint Server 
Management Shell. CSOM and the SharePoint Online REST API can be used 
in normal PowerShell environments but for this study, I could not find a source 
that would explain how to do it in Azure. This might be a possibility in the future, 
at least, if not possible already. There are other modules that work well with Au-
tomation, though. Exchange Online can be accessed using remote PowerShell 
and the Windows Azure Active Directory Module that has cmdlets for user con-
trol and general Office 365 management are available. These modules provide 
comprehensive management tools for Office 365. Other Office 365 modules ex-
ist as well, for various components and services of Office 365 (Microsoft 
2016g). 
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Figure 6 Azure Automation graphical PowerShell editor 
 
There are three different types of runbooks available in Azure Automation. 
PowerShell runbooks are created like any traditional PowerShell script, line by 
line variables, cmdlets and logic operators. More advanced versions of the nor-
mal PowerShell runbooks are PowerShell Workflow runbooks that can have 
regular PowerShell script as well as some more advanced features, such as 
parallel execution and checkpoints that enable more efficient and reliable script 
execution. The third available type is the graphical PowerShell authoring tool 
(figure 6) which is based on PowerShell Workflow runbooks. The tool enables 
graphical design of the workflow logic, just like Logic Apps does. (Goedtel 
2016). Each cmdlet has its own settings and the logic of the workflow can be 
visually examined. 
 
Azure Automation is the obvious choice when PowerShell is the correct envi-
ronment for running the task. It provides a very large toolset for setting up 
scheduled PowerShell scripts and, like in several services introduced in this 
study, the monitoring and management tools are very comprehensive. It can be 
used to perform tasks of any extent and it even has a graphical editor. Run-
books shared by Microsoft and the community can save a lot of effort from de-
velopers. 
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6.4 Simple code execution – Azure Functions 
 
Azure Functions is a service currently available in early preview. The name 
comes from the purpose of the service – writing small functions without the 
need of setting up an environment or deployment for the code to run. Functions 
supports several different technologies and languages. Once again, the tech-
nologies range from Microsoft’s own C# .NET platform and PowerShell to 
Node.js and Python. Additional libraries and other packages can be installed us-
ing package managers, like nuGet and Node Package Manager. Functions is a 
part of the Azure App Service. Like Logic Apps, Functions can be configured to 
run when a specific trigger is activated. In the preview, there are already sched-
uling and HTTP triggers available, among others. (Henderson 2016.) 
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Figure 7 Azure Functions editor 
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A new Function is created from the new Azure Management Portal. A template 
that defines the purpose and environment of the Function is chosen. An empty 
template for each environment is available as well. Functions are edited directly 
in the Azure portal in a code editor, and the Function can be easily tested in a 
single view. The preview version seems to be in an early state (figure 7), judg-
ing from the UI not applying Azure color theme and monitoring tab just tells the 
user that the tools are “coming soon”. Functions might prove to be a worthy al-
ternative to Logic Apps that do not directly allow as much custom code as Func-
tions. Compared to other background task solutions introduced in this chapter, 
Functions clearly has its own place as a simple, one purpose small-scale code 
execution platform but, as the name implies, it is not meant for larger applica-
tions or comprehensive management scripts. When the task is simple, Func-
tions is the way to go. 
 
 
7 Office 365 APIs 
 
 
Office 365 offers a wide selection of APIs that are used to access various com-
ponents and resources of Office 365 through code. All of these APIs are natu-
rally client-side and they are available for various technologies and platforms as 
REST APIs and API libraries. Office 365 APIs can be utilized with background 
tasks and workflows introduced earlier in this study. API clients, scripts or appli-
cation, are registered through the Azure AD app registration feature introduced 
in chapter 4.1. SharePoint Online has its own client-side APIs that are generally 
not listed with Office 365 APIs but will be introduced in this chapter as well. 
 
Some of the APIs are currently in preview and others are ready for production 
use. Lately, Microsoft has been developing Microsoft Graph API which is a uni-
fied REST endpoint for all Office 365 APIs. Using a single endpoint to access all 
the APIs frees the developer of authenticating to multiple different APIs and 
endpoints (Microsoft 2016h). Only one access token is needed for all the re-
sources the unified API provides. 
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7.1 Authentication and authorization 
 
Office 365 uses Azure AD app registration feature as well as the OAuth authori-
zation framework to authenticate clients. A few options are available to create 
the client ID and secret necessary in the authentication process. Office 365 ap-
plications and tasks can be registered in Azure AD configuration. The APIs are 
shown as available applications that permissions can be granted to. Each API 
has a number of specific permissions that can be granted to the application us-
ing the API. Microsoft Graph is one of the applications in the list as well and 
since it is a unified API it currently has 15 different permissions specific to dif-
ferent components of the API available.  
 
The general authentication logic is as follows (Baldwin 2016b): 
1. The client (an Azure AD registered application or a background task) au-
thenticates to Azure AD with an identity (user credential or certificate if 
the application has no user interaction). An authorization code will be re-
turned with the response on successful authentication.  
2. Access token is requested from Azure AD with client ID, secret and the 
authorization code. Access and refresh tokens are returned with a suc-
cessful response. 
3. The access token is used with every API call to authorize the application 
with the API. The refresh token can be used to refresh an expired access 
token. 
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In most scenarios, the authorization process does not have to be coded call by 
call. A library, Active Directory Authentication Library (ADAL), which is available 
for several platforms, simplifies the authentication and authorization process for 
developers significantly. ADAL takes care of most of the complexities with ad-
vanced token caching and automatic token refreshing, for example. (Microsoft 
2016i.) Another authentication method can also be used with .NET console ap-
plications when using the SharePoint Online Client-Side Object Model (CSOM). 
The application can be authenticated with ClientContext class SharePoin-
tOnlineCredentials property for which user credentials are given in code. (Evans 
2014.) This is a fast and efficient option especially when running .NET CSOM 
scripts locally. 
 
Similarly to the Azure AD app registration feature, applications can be regis-
tered directly in SharePoint Online as SharePoint add-ins (Microsoft 2015). 
Compared to the AD registration method, this can be used to assign more spe-
cific permissions to SharePoint Online, for specific site collection, for example. 
AD only provides general read and write permission options for SharePoint 
Online. 
 
 
7.2 Using the APIs 
 
Office 365 APIs offer access to various Outlook resources, such as people, mail 
and calendar as well as other services, like OneDrive and Videos among oth-
ers. Management is offered through specific management APIs (Microsoft 
2016j). All these APIs are also available in the unified Microsoft Graph API (Mi-
crosoft 2016h). Office 365 APIs also include the Office Graph API which should 
not be confused with Microsoft Graph. Office Graph provides information about 
user relations and content in Office 365. The Graph API is currently in early 
preview. (Microsoft 2016k). Office Graph API currently only has a few functions 
in the public API but it can already produce useful information about user be-
havior in Office 365. Office Graph API is also behind Office Delve (Microsoft 
2016l).  
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Office 365 APIs can be used on a variety of platforms, thanks to the availability 
of REST. Some API libraries also exist, mostly for SharePoint Online. The 
SharePoint Online Client-Side Object Model (CSOM) is available as .NET C# 
and JavaScript libraries in addition to the REST API. The C# CSOM library can 
also be used from PowerShell. Also, the authentication library for Azure AD 
(ADAL) can and should be used for more efficient development if its available 
for the development environment. 
 
REST works well with all the services that can be utilized with Office 365 devel-
opment in Azure. The developer is free the choose any technology or program-
ming language. Client-side APIs always have restrictions compared to possible 
server-side versions and currently some of them are in preview, restricting pro-
duction use. All in all, the Office 365 APIs offer a lot of tools and features for 
both application development and management for Office 365 without restricting 
developers to specific technologies.  
 
 
8 Case: Creating an Azure Logic App to extend Office 365 
functionality 
 
 
The purpose of this case study is to demonstrate the usability and easy integra-
tion between Office 365 and other services, which can be achieved by using 
Azure Logic Apps. This case is a simple scenario of automating sharing of an-
nouncements from SharePoint Online to employees and social media. The Of-
fice 365 enterprise tenant is a typical mid-size company. 
 
The requirements of the solution are: 
1. Announcements are added to a SharePoint Online customized list. The 
list has a column that specifies if an announcement is to be shared in so-
cial media.  
2. All company employees will receive emails when an announcement is 
posted. 
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3. Announcements set to be shared in social media have to be approved by 
a social media approver prior to publishing. 
4. If the request to share is approved, a tweet will be posted by the compa-
ny Twitter account containing the announcement title. 
5. If the request to share is rejected, the creator of the announcement will 
receive a rejection notification. 
 
This study will cover the process of creating the workflow and testing it by creat-
ing an announcement in the SharePoint Online customized list and following the 
logic declared in the workflow. Social media is covered by Twitter in this case 
study. Logic apps has connectors to other social media as well. Azure pricing 
and plans as well as other resources, such as Office 365 subscriptions and 
Twitter account needed to implement this solution, are not covered in this case 
study. Logic Apps managing, reporting and deploying are also not covered in 
this case study. There are comprehensive tools available for logging and error 
reporting, for example. Logic Apps is currently in preview and the pricing is not 
announced. Support for Logic Apps, or any other preview features, is limited 
(Microsoft 2016m) and the use of the use of preview features in production is 
not recommended. 
 
 
8.1 Creating the Logic App workflow 
 
First, the customized list and the Logic App are created. 
 
 
Figure 8 Announcements custom list columns in SharePoint Online 
39 
 
A list with the title “Announcements” is created in SharePoint Online. Along with 
the default columns, the list has columns for announcement description, social 
media sharing and a public URL for additional information about the announce-
ment (figure 8). The Social Media column could be of Boolean type but the data 
type turned out to be a problem in Logic App condition operators. Boolean val-
ues cannot be read by conditions. Currently only text values seem to be work-
ing. This is why the column is of type “Choice” and has two possible values, 
“Yes” and “No” instead of being a default “Boolean” field. 
 
 
Figure 9 Logic app creation panel  
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The Logic App is created in the new Azure portal (portal.azure.com). The old 
(manage.windowsazure.com) management portal is not supported for Logic 
Apps. A new Logic App is created by selecting the green plus icon in Azure 
management portal and searching for “logic app”. A result called “Logic App” 
will be found and when selected, a panel containing creation details will be dis-
played as seen in figure 9. A name and other information related to Azure sub-
scription and service plan are given. The app is created when the create button 
is clicked. 
 
 
Figure 10 Empty Logic App visual designer 
 
When deployed, an empty workflow will be displayed in the designer view as 
seen in figure 10. The workflow is built, block by block, by clicking the big plus 
and selecting a trigger or an action from the searchable list of actions and trig-
gers. Since SharePoint Online is used in this case and the workflow is triggered 
when an announcement is added to the Announcements list, a search string 
“SharePoint Online” will find the trigger needed in this workflow. 
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Figure 11 When a new item is created trigger dialog 
 
The correct trigger is called “SharePoint Online – When a new item is created”. 
Before configuring the action, the creator has to log in to the service in question. 
In this case, I logged in with my SharePoint Online credentials. The same has to 
be done for every external service that is used in the workflow. In this case, only 
services requiring user credential login are used. The actions executed by the 
workflow will be executed as the logged in user in each service. A dialog with 
SharePoint site URL and list name fields is displayed (Figure 11) when the trig-
ger is chosen from the list. The correct SharePoint Online site URL is typed and 
the dropdown list will show the list created earlier. Additional settings can be 
tweaked by clicking the three-dot icon but it is not necessary in this case. 
 
42 
 
 
Figure 12 Send Email action dialog 
 
Next, an action with the title “Office 365 – Send Email” is added, to send the 
email notification about the announcements to all company employees. Specific 
output data collected from previous steps can always be inserted in following 
steps, which is used in this action (figure 12). The Announcements list columns 
are shown as variables to be inserted to text fields in the action dialog. For the 
email subject, announcement title is used and details are provided in the email 
body.  
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An Office 365 distribution group containing all of the company’s employees will 
be used as the recipient of the email. Additional settings can be accessed with 
the three-dot icon. In this case study, we use HTML formatted emails, so the 
IsHtml setting in the advanced settings has to be set to “true”. The email body 
editing is a bit tricky with the text field. When variables are inserted from previ-
ous steps the text field turns hardly usable as can be seen in figure 12. I dis-
covered that the code view is much more usable when editing long texts. 
 
 
Figure 13 Social media condition dialog 
 
At this point, the workflow will send emails to all employees when a new an-
nouncement is added to the Announcements list. Next, an approval for sharing 
the announcement to social media is requested via email from the social media 
approver. A condition is added by clicking the plus icon below the actions and 
selecting “Add a condition”. A condition dialog is displayed (figure 13) which is 
then configured with the Social Media field fetched from the announcement 
item.  
 
44 
 
 
Figure 14 Social media condition outcomes 
 
The condition has two outcomes: 
1. “If yes” – if the condition defined is true.  
o In this case, if the Social Media field is set to “Yes” send approval 
request to social media approver (figure 14). 
2. “If no” – if the condition defined is false.  
o In this case, do nothing. 
 
The “Send approval email” is an action in Office 365 actions. It emails an ap-
proval request with two options; approve and reject. In this action, the three-dot 
icon has to be clicked to reveal the email body editing field. In the advanced set-
tings, importance of the email is set to high and the IsHtml setting is set to 
“true”. 
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Figure 15 Approval condition and outcomes 
 
Now that the approval email is sent, the result of the approval “selectedOption” 
can be used in the next condition in figure 15. This condition was trickier to add 
because the visual designer does not currently seem to have any way to add a 
nested condition under the previous condition’s yes-branch. There is a worka-
round to add the condition here by using the code view. 
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Figure 16 Code view and the condition on the highlighted line 
 
Since the condition could not be added using the visual designer, I found a solu-
tion through the declaration code (figure 16, line 7). The conditions are defined 
in a “conditions” array in the JSON declaration of the Twitter action that had to 
be added directly after the approval email action before the conditions could be 
added using code view. After the condition was declared via code and the app 
was saved, the designer was able to show the condition but it seems that the 
visual designer does not directly support nested conditions because of the odd 
layout seen in figure 15. However, the logic seems to work as intended and the 
visual designer works regardless of the layout. 
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The Twitter action block is called “Twitter – Post a new tweet”. After logging in 
with the company’s Twitter account, the text field is populated with the an-
nouncement title as well as a public website with additional information about 
the announcement (figure 15 yes-branch). This action will post a tweet after the 
request to share to social media is approved. The tweet is posted as the user 
that was used to authenticate the action. If the approval is rejected, the creator 
of the announcement will receive an email notification about the rejection (figure 
15 no-branch). 
 
 
8.2 The workflow in action 
 
 
Figure 17 Completed workflow logic 
 
The workflow now has a completed logic according to the requirements (figure 
17). Since the workflow is triggered when a new announcement is added to the 
announcement list, the first thing to do is add a new announcement. 
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Figure 18 New announcement form dialog 
 
Basic information about the announcement is given: title, description, a public 
URL with additional details about the announcement and the social media shar-
ing option (figure 18). An event that has the Social Media field set to “Yes” is 
created, to demonstrate the complete logic of the workflow. 
 
 
Figure 19 Email announcement to employees 
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The first action that the workflow executes after trigger activation is the notifica-
tion email to employees (figure 19). The email contains all the relevant infor-
mation about the event as well as a link to the SharePoint Online list which con-
tains all the announcements. 
 
 
Figure 20 Social media approval email 
 
The next step is the approval email to the social media approver defined in the 
workflow declaration since we have the Social Media field set to “Yes”. The ap-
prover can choose to either approve or reject the request to share the an-
nouncement to social media (figure 20).  
 
 
Figure 21 Tweet tweeted by the workflow 
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If the request is rejected, the creator of the announcement will receive a notifi-
cation email about the rejection. If the request is approved, as in this case, the 
workflow will continue to tweet out the announcement which can be seen in fig-
ure 21. The workflow is completed successfully and no errors are raised. This 
same process is repeated for every announcement that is added to the Share-
Point Online list. 
 
 
8.3 Experiences from using Logic Apps 
 
Creating logic in a visual designer is always in some way more restricted than 
traditional programming. Writing code requires a lot of work, though, and the so-
lutions are often less manageable than solutions created in visual designers. In 
visual designers, you can directly see the logic of the process without any flow 
diagrams or figures. In the best case scenario, the logic itself can be designed 
in the visual designer. At this time though, the Logic Apps visual designer is re-
stricted to simple logic operators that rule out any complex solutions. The decla-
ration language seems to be able to produce some more advanced logic but 
Logic Apps is clearly meant to create simple workflows quickly and easily 
through the visual designer. For these scenarios, using Logic Apps is remarka-
bly more efficient than programming custom solutions. 
 
There is no information about the future of Logic Apps but it seems to be devel-
oping quickly. There are bugs and the feature is clearly still in preview and 
should not be released in the state it is now. There are bugs with the conditions, 
and the Twitter connector, for example, sometimes refused to authenticate for 
no apparent reason, raising an error in the monitoring panel. In a preview ver-
sion these are understandable, of course, but this is one of the reasons why 
preview versions should not be used in production. 
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The case studied here could easily be extended to other social media or collab-
oration platforms. This case is just a single case of how to extend Office 365 us-
ing Logic Apps, a demonstration of how the design and development works us-
ing the visual designer. Many more Office 365 use cases can be fulfilled using 
Logic Apps with the existing triggers and there might be more in the public 
availability release. All in all, Logic Apps looks like a very promising tool that 
works well with Office 365 resources. 
 
 
9 Conclusion 
 
 
This study provided an introduction to the extension of Office 365 functionality 
through Azure cloud services. The purpose of the study was to introduce the 
most essential services. Some services had to be left out to maintain the integri-
ty of the study. Some built-in services, like the Business Connectivity Services 
(BCS), were not introduced in this study although they can utilize Azure indirect-
ly. The connection to Azure is not as direct with these services as it is with ser-
vices that were introduced in this study.  Other services that were not covered in 
this study are services that can be used to streamline the development process, 
like Visual Studio Online services and the Azure Service Bus. Monitoring and 
analytics tools offered by Azure were also not covered. These Azure services 
include Machine Learning, for example. There are surely other services that can 
be used to extend Office 365 but they might have a minor scenario which does 
not match the topics of this study. There might also be some Office 365 that use 
resources offered by Azure “behind the scenes”. 
 
Every Office 365 enterprise subscription has an Azure subscription behind it, of-
fering only the user directory service, Azure Active Directory, by default. The 
Azure subscription can be easily extended to a Pay-As-You-Go subscription, for 
example, which only makes the tenant pay for the resources that are used in 
Azure. The Azure subscription behind Office 365 is not restricted in any way 
and it can be conveniently used to host extension components built in various 
Azure services. 
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Some of the services and tools introduced in this study are currently available 
as public preview versions for testing and feedback. This reflects the fact that 
Azure and Office 365 are under constant development. Even when doing the 
research for this study, new services were emerging. This was one of the most 
interesting topics while doing this study. More services are introduced in Azure 
and Office 365 all the time and the existing services are transforming quickly, 
always offering new features and functionality. The trend seems to be that the 
two services can be integrated more and more with tools that allow easy and ef-
fortless integration between the two. Although these preview services and tools 
might change a lot or even disappear before the public availability release, the 
introductions in this study serve a purpose to demonstrate the capabilities of 
Azure as an extension platform for Office 365. It has to be kept in mind that the 
preview features are not to be used in production environments. It is good that 
Microsoft uses these public feedback periods before the releases. For example, 
Azure Logic Apps has received an almost complete visual overhaul during the 
preview period. The feedback is very valuable and developers can gain experi-
ences using the services before having to use them in a real business case.  
 
What is really nice to see with the newer Azure services, especially, is that the 
services seem to be created to be more open as ever. Microsoft is offering 
many different development environments for solutions and customizations of 
these services is possible. Developers can create their own building blocks to 
graphical designers, with custom functionality. Custom components can then be 
sold or shared with the community or other developers in marketplaces. Con-
nectivity with on-premises environments can also be configured – it does not 
feel “isolated” to be in the cloud.  
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Old techniques of traditional software development have changed a great deal 
as the services have moved to the cloud, away from traditional on-premises en-
vironments. On-premises solutions still have their place but the cloud has been 
the easy and inexpensive solution, especially for smaller enterprises. The cloud 
has totally different development methods, though. The server-side environment 
cannot be accessed directly; resources and tools are offered to developers 
through client-side APIs and management portals. Servers hosting the customi-
zations also have a tendency of moving to a cloud hosting platform, like Azure. 
This way the entire solution exists in the cloud.  
 
Hopefully this study will provide useful information for developers who are not 
familiar with cloud solutions or Azure and Office 365, specifically. This study 
should give the developer a good understanding of how solutions are created in 
Azure and how the connection to Office 365 is established. For general cloud 
development, this study serves as a resource on how extensions are made in 
the cloud, and what kind of services the cloud provider offers, in general. 
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